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Future of Defence Report and Highlights of Findings

Future of Defence Report

> We commissioned a survey of 1,000 IT

and security professionals. e «Eﬂ
> Covers a multitude of industries in the = "
UK and Europe. & 1 o
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> Explores the cybersecurity threats they N O
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are facing and the tools needed to )}
combat them. "
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Future of Defence Report and Highlights of Findings

o/ of IT and security leaders
o observed an increase in
cyber attacks.
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Future of Defence Report and Highlights of Findings

o Al-powered attacks
3 5 O/ Supply chain attacks
©
o Cloud jackin
O/ loT and 5G network exploits
O
O/ Fileless memory-based attacks
4 o
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New attack vectors,
led by Al, dominate
emerging threats.




Future of Defence Report and Highlights of Findings

°/ of IT leaders lack
o defences against
Al-powered attacks.
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Future of Defence Report and Highlights of Findings

60% Phishing
Whilst new threats
emerge, tfraditional

59% Malware
attacks remain

o Ransomware
prevalent. 49/o

o Password Attacks
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The Problem: Why Conventional Cybersecurity is Ineffective

The Problem is Centered in a Profound Reality

Organisations consist of two types of assets that need to be
orotected: humans and machines.

There is no perimeter anymore so every person and every machine in
an enterprise needs to be protected (not just the IT department).

Disparate cybersecurity solutions create heterogenous IT
environments which are ineffective against a modern attacker.
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The Problem: Why Conventional Cybersecurity is Ineffective

The Problem

Traditional layered cybersecurity solutions don't
stop data breaches

Most organisations have inadequate visibility, security, control,
compliance and reporting capabilities over their users’ passwords,
credentials and secretfs on every device, application and system.

Organisations traditionally use a layered cybersecurity defence
model, consisting of disparate software products, that creates
critical security gaps and vulnerabilities.
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The Solution: How to Prevent or Mitigate a Modern Cyber Attack

The Solution

Implement a zero-trust cybersecurity strategy across
the entire enterprise.

Secure and manage access to your critical resources - including
servers, web apps, databases and workloads - with zero-trust and
zero-knowledge security.

Unify disparate |AM solutions into one ubiquitous platform to
achieve visibility, security, control and reporting covering every
user on every device.
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The New Mindset

Platforms Over Products
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@) KEEPERPAM
A Modern Zero-Trust Privileged Access Management Platform

(o0 ©

End Users MSP & MSSP

KeeperPAM® Horizontal Cybersecurity Layer with Agentic KeeperAl ¥
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Identity Provider Password Management Secrets Management Zero-Trust Network Access Endpoint Privilege Management Admin Console and Control Plane
——
I
SSO Apps Password-Based Apps Password Rotation Servers Windows Enforcement Policies
SCIM Shared Passwords Discovery RDP macOS Visibility and Analytics
MFA Passkey Storage and Sharing Cl/CD SSH Linux Security Audit
Passwordless Infrastructure Secrets Custom Apps VNC Just-In-Time Access Event Logs and Notifications
OIDC TOTP Codes CLI Databases Zero Standing Privilege Compliance Reporting
Provisioning Secure File Storage and Sharing Commander Remote Browser Isolation Application Controls SIEM Integration
Al Agents Web Apps Dark Web Threat Tracking
Websites
ITSM Risk Management
1 Cloud Apps
Intranet Sites
Password and Privilege Automation Servers, Cloud Infrqsfrt.chure, Least-Privilege Access Policies End Us.er Cfnd Device I._ev?I
SAML Apps Web-Based Applications . Authentication, Authorization
Passkey-Based Apps and Developer SDKs on End-User Devices .
and On-Prem Resources and Encryption
 —

q% KEEPRPEIR © 2025 Keeper Security, Inc. 12



(® <eEEPER

Thank you.

keepersecurity.com
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https://www.keepersecurity.com/



